Avoiding ID Theft On-Line: Phishing and Pharming
Holmes Public Library – September 18th, 2006

What’s the goal of ID theft?

One of the basic goals of ID theft is to gain access to a person’s bank account in order to empty it.  Other reasons include the ability to open multiple new accounts (bank and credit cards), take out large loans, or even gain access to personal records.  There is also a black market for financial identification information.

What is phishing?
Phishing is one of the primary ways identities are stolen online.  A phishing attack involves an email which has been made to resemble one from a financial or business institution requesting personal information via a link.  When the link is clicked, the site visited resembles the institution but in reality is a fake whose only purpose is to harvest information.
Phishing is used so often because it pays off.  The Anti-Phishing Working Group reports that over 5% of phishing attacks succeed.

How can you recognize a phish?
· Unsolicited: The email contact was not initiated by you.  Financial groups such as banks are wise to phishing schemes and will not send an email requesting you to log in via a link.  They will ask you to visit the main site for more information. 
· Urgent Tone:  The overall tone of a phish message is urgent – “if you don’t log in immediately your account will be terminated.”  The goal is to scare you and make you react instantly without looking closer at the email.  Businesses do not use scare tactics such as this.

· Spoofed Link: While the link in the email resembles a legitimate address it actually points to another site.  If you hover your mouse over the URL you will see in the bottom left corner of your browser the actual URL.  If they don’t match chances are high it’s a phish.  Spoofed links often contain an IP address, for example… http://209.94.62.115, or start with an address not related to the company the email is supposedly from.
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· @ in the Link: The @ symbol in a link tells the browser to ignore everything to the left of the @ sign.  For example… http://www.ebay.com@209.94.62.115 will not lead you to eBay but to the address 209.94.62.115.
What is pharming?
Pharming is a new way of separating people from their information.  Instead of relying on you to click a link via email, pharming is the act of installing a bit of script onto your computer which changes your HOST file, sending your computer to a spoofed site instead of the one requested.  Pharming scripts can be installed via email or certain sites.
How does it work?
· When we type in a website address in English a computer called a DNS server converts the English into a string of numbers the internet servers can recognize.  For example… www.rcsitravel.net equals IP 209.94.62.115. 
· To save time, your computer has a HOST file buried deep in the hard drive.  This file keeps copies of IP addresses to sites you visit often.  Instead of checking a distant DNS server the browser will check your HOST file first.  
· The pharming script changes certain IP addresses in your HOST file, directing them to a fraudulent site.  For example… www.rcsitravel.net could be changed to connect to IP 208.201.239.37 instead of 209.94.62.115.
What can you do?

· If you receive an email asking to log in and give out personal information, do not click on the link.  Close the email program and visit the official website itself.

· Don’t fill out forms in an email which ask for personal or financial information.

· Do not give out your social security number unless a reputable financial institution requests it.  Even then, only give it on the site itself.

· SpoofStick is a free for download software that will tell you which site you’re actually on, allowing you to tell if you’re really on eBay or a fake site.  You can download SpoofStick at www.spoofstick.com. 
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· Regularly check your bank account, PayPal, credit and debit statements for any unusual or unauthorized transactions.  You are entitled to a free credit report each year.  For more information and to request a free report, visit www.annualcreditreport.com.
· For additional information on the latest phishing and pharming news, visit The Anti-Phishing Working Group site at www.antiphishing.org.

· For more information about what to do if you suspect your ID has been stolen, visit the Federal Trade Commission’s ID Theft site at www.consumer.gov/idtheft
