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What is malware?

Malware is the general term for programs that are destructive to computers.  Some of the most common programs are…

· Viruses: A virus is a computer code that infects other computer 

codes.  Once it infects a machine it copies itself and does its damage.  
Needs a human to download.  The first bit of malware.

· Worms: Worms do not need a human to download them, they only 


need a computer with an internet connection.  Worms wiggle through the 
net, looking for computers with certain program flaws they’ve been 
programmed to exploit.  Once it finds a host computer, it copies itself and 
waits in the computer for future commands.  Often used in denial of 
service attacks or to make zombie bots.

· Trojan Horses: Trojans are programs that come in disguised as other programs, such as a game downloaded from the net.  Needs a human to download and run in order to do damage.  Often used to install spyware, keyloggers, as well as open a ‘back door’ to your computer allowing other programs a way in.

· Spyware: Spyware/Adware includes programs like pop-up ads and trackers.  Used to gather information about your browsing habits though they can be used to install other programs like Trojans.  Often installed when a certain site is visited or a program is downloaded.

Where they come from:

Malware can come from many sources.  It’s becoming hard to wander around the net without attracting some form of malware.  Some ways malware gets on your computer are…

· Email attachments

· Instant messaging programs

· File share programs (such as music download sites)

· Pop-ups

· Infected computers / discs

People create malware for various reasons:

· Mischief / Curiosity

· Destruction / Graffiti
· To make a statement (political/financial)

· Monetary gain (steal info, extortion, to sell products)

Signs your computer may be infected by malware:
· Computer running slowly
· Certain programs not responding

· Odd warning messages

· Freezing for no reason

· CD drive opening on its own

· Internet homepage has changed

· A barrage of pop-ups

Ways to protect your computer:
· Install an anti-virus program

Available at office supply stores or Best Buy 



McAfee VirusScan



Norton Anti-Virus

· Install an anti-spyware program

Some available for free online include:



Ad-Aware – www.lavasoftusa.com/software/adaware



SpyBot Search and Destroy – www.spybot.info

· Install a firewall program


Available at office supply stores or Best Buy



McAfee Personal Firewall



Norton Personal Firewall



ZoneAlarm

· Be careful what you download from the net

· Be careful about opening email attachments from people you don’t know

· Use pop-up blockers



Firefox is a free web browser available online that blocks pop-ups




Firefox - http://www.mozilla.com/firefox

Additional help:

If the malware is still holding on, you can take your computer to a tech for repair.  Some of the big names in the area are…
· Best Buy’s Geek Squad - (781) 582-1486

· Optimal Computer Solutions of Kingston - (781) 582-0085

· Tech in the Box of Kingston - (781) 585-0808
There are also individual local people who do tech repair as well.  Check with friends and possibly the Better Business Bureau beforehand to see what experiences others have had.

